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Abstract:

The classification of malware is paramount in
combating the proliferation of malicious software
variants. This project addresses this challenge by
proposing a novel approach that leverages a
Convolutional Neural Network (CNN)-based model
to classify malware instances into families without
relying on disassembled code, which can be prone to
errors. Instead, the model utilizes non-disassembled
binary files, combining two modalities: malware
images and structural entropies. These modalities
provide different perspectives on the data,
enhancing classification accuracy. A cross-modal
attention mechanism is employed to effectively
integrate features from both modalities, mitigating
their individual limitations. The study compares the
proposed model with traditional methods like
VGG16, CNN, and XGBoost, achieving superior
accuracy of 98%. To further enhance performance,
ensemble techniques including Voting Classifier
and Decision Tree are explored, alongside the
adoption of the Xception model, potentially
surpassing 99% accuracy. Additionally, a Flask
framework is employed to develop a user-friendly
frontend for testing and authentication purposes.
This comprehensive approach not only improves
malware classification accuracy but also enhances

user accessibility and security in malware analysis.

INDEX TERMS Malware classification, structural
entropy, malware image, deep learning,

convolutional neural network, attention mechanism.

1. INTRODUCTION

The COVID-19 pandemic has reshaped the
landscape of education and work, driving a surge in
remote learning and telecommuting. While these
changes have facilitated continuity in education and
business operations, they have also ushered in new
challenges in cybersecurity. Malicious actors have
capitalized on the vulnerabilities inherent in remote
setups, launching sophisticated social phishing
attacks that exploit public interest in topics such as
vaccines, government policies, and online meeting
schedules [1].

As organizations and individuals have adapted to
remote collaboration platforms, cybercriminals have
identified them as lucrative vectors for malware
delivery. Moreover, the evolution of malware has
accelerated during the pandemic, with the logic of
malicious  software  becoming increasingly
sophisticated. On average, the number of malicious
behaviors exhibited by malware samples has risen
from 9 to 12, reflecting a dynamic landscape of

cyber threats [1].
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In response to the escalating complexity and
frequency of malware attacks, the importance of
malware family classification has become
paramount. Malware family classification involves
categorizing malware samples into distinct families
based on shared code fragments, behavioral patterns,
or attack strategies unique to each family [2, 3]. This
classification facilitates the development of targeted
defense strategies and enhances the efficiency of
malware analysis by providing analysts with
heuristics for dissecting malware samples belonging

to known families.

Traditionally, malware family classification relied
on manual inspection and the expertise of analysts to
identify commonalities among malware variants.
However, the rapid evolution of malware and the
proliferation of new variants have rendered manual
classification methods inadequate. In response,
researchers have turned to automated approaches,
leveraging machine learning and, more recently,

deep learning techniques.

Deep learning, a subset of machine learning that
utilizes artificial neural networks with multiple
layers of abstraction, has demonstrated remarkable
success in various domains, including computer
vision and natural language processing. In the realm
of cybersecurity, deep learning-based malware
family classification has emerged as a promising
approach, offering advantages over conventional

machine learning methods [4, 5, 6].

Unlike traditional machine learning models, which
rely on handcrafted features selected by experts,
deep learning models can automatically learn
relevant features from raw data. This capability
enables deep learning models to capture intricate
patterns and relationships within complex datasets,
including dynamic and static features extracted from

malware samples [7, 8].
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Dynamic features, such as the runtime behavior of

malware, offer valuable insights into malicious
activities. These features, including API call
sequences, network behavior, memory usage,
registry changes, and execution paths, are extracted
by executing malware within a controlled
environment, such as a virtual machine. While
dynamic features transparently reveal the malicious
intent of malware, they also pose challenges,
including the need for a conducive execution
environment and the evasion of anti-analysis
techniques employed by sophisticated malware [9,
10].

On the other hand, static features extracted from
binary or disassembled files provide complementary
information for malware family classification.
However, the accuracy of static feature-based
classification is limited by the challenges associated
with disassembling malware codes and the
effectiveness of anti-disassembly  techniques
employed by malware authors [11].

To address these challenges, researchers have
explored multi-modal learning approaches, which
combine information from different modalities to
enhance classification performance. However, when
utilizing static features extracted from disassembled
codes, the limitations of disassembly persist,
hindering the effectiveness of multi-modal learning
[12].

In this context, this project proposes a novel
approach to malware family classification that
circumvents the limitations of disassembled codes.
The proposed model leverages non-disassembled
binary files and integrates two modalities: malware
images and structural entropy. By combining these
modalities and employing a cross-modal attention

mechanism, the model aims to enhance feature
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fusion and achieve accurate malware family

classification.

Overall, the project contributes to the advancement
of malware classification techniques by addressing
the challenges posed by disassembled codes and
leveraging deep learning methods to improve
classification accuracy. By accurately categorizing
malware samples into families, the proposed
approach empowers cybersecurity professionals to
promptly identify and mitigate emerging threats,
safeguarding critical systems and data against

malicious attacks.

2. LITERATURE SURVEY

The evolving landscape of cybersecurity,
characterized by the proliferation of malware and
sophisticated cyber threats, has necessitated the
development of effective techniques for malware
family classification. This section provides an
overview of the existing literature on malware
classification methodologies, with a focus on

machine learning and deep learning approaches.

Machine learning-based malware classification has
been extensively studied in the literature. Shabtai et
al. (2009) provide a comprehensive survey of
machine learning classifiers applied to static features
for the detection of malicious code [2]. Static
features include attributes extracted from binary or
disassembled files without executing the malware.
These features capture characteristics such as file
size, file type, and presence of specific instructions
or sequences. Machine learning classifiers, such as
decision trees, support vector machines (SVM), and
random forests, have been employed to analyze
static features and classify malware samples into

families [2].

In recent years, deep learning techniques have

gained traction in the field of malware classification,
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offering advantages over traditional machine

learning methods. Deep learning models,
particularly convolutional neural networks (CNNs)
and recurrent neural networks (RNNSs), have
demonstrated superior performance in capturing
intricate patterns and relationships within malware
samples [3]. For instance, Han et al. (2019) proposed
MalDAE, a deep learning-based approach that
combines static and dynamic characteristics of
malware for detection and explanation purposes [4].
By correlating static features extracted from binary
files with dynamic features obtained from runtime
behavior analysis, MalDAE achieves improved

accuracy in malware classification.

Dynamic analysis, which involves observing the
runtime behavior of malware in a controlled
environment, provides valuable insights into
malicious activities. Sikorski and Honig (2012)
present practical techniques for dynamic malware
analysis, including behavior monitoring and code
disassembly [5]. However, dynamic analysis is
resource-intensive and susceptible to evasion
techniques employed by sophisticated malware,

such as anti-VM and anti-debugging mechanisms

[6].

To address the limitations of dynamic analysis,
researchers have explored hybrid approaches that
integrate both static and dynamic features. Hassen et
al. (2017) propose a malware classification method
based on static analysis features extracted from
binary files [7]. By leveraging machine learning
algorithms, such as k-nearest neighbors (KNN) and
SVM, the proposed approach achieves competitive
performance in classifying malware samples into

families.

Furthermore, Zhang et al. (2019) introduce a
machine learning-based classification framework

for identifying ransomware families using N-gram
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of opcodes, which are sequences of low-level
instructions extracted from malware binaries [8]. By
capturing the behavioral characteristics of
ransomware variants, the proposed framework
enables accurate classification of ransomware

samples into distinct families.

In addition to traditional machine learning and deep
learning approaches, researchers have explored
ensemble methods and multi-modal learning
techniques to enhance malware classification
performance. Ensemble methods, such as voting
classifiers and random forests, combine predictions
from multiple base classifiers to improve
classification accuracy [9]. Multi-modal learning,
which integrates information from diverse data
modalities, has shown promise in capturing
complementary features for malware classification
[10].

Overall, the literature survey highlights the diverse
range of methodologies employed in malware
family classification, ranging from traditional
machine learning algorithms to advanced deep
learning models. While each approach has its
strengths and limitations, the collective body of
research contributes to the development of effective
strategies for combating evolving cyber threats and
protecting critical systems and data against malware
attacks.

3. METHODLOGY

a) Proposed work:

The proposed work introduces an innovative
malware classification system utilizing the
Attention-Based Cross-Modal CNN algorithm,
operating on non-disassembled files. This system
integrates two modalities—Malware Images and
Structural Entropies—directly extracted from binary
files, enhancing classification accuracy through a

cross-modal attention mechanism. As an extension,
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a "voting classifier" combining Decision Trees and

Random Forests, a standalone Decision Tree model,
and an Xception model were employed, achieving
impressive 100% accuracy. The Voting Classifier is
utilized to construct the frontend, which is
developed using the Flask framework for user
testing. The frontend interface ensures user-friendly
interaction and incorporates secure access and
control features, including user authentication, to
provide an additional layer of protection in malware

classification.

b) System Architecture:

The system architecture comprises multiple stages
for malware classification. Initially, the input
dataset, consisting of malware samples, undergoes
image processing to extract relevant features. These
features are then utilized for model building, where
various algorithms such as XGBoost, VGG16,
CNN, Voting Classifier (combining Decision Tree
and Random Forest), and Xception are employed to
train models. The trained models are subsequently
evaluated for their performance in classifying
malware samples into respective families. Each
model contributes to the overall accuracy and
robustness of the system. The architecture ensures
efficient and effective malware classification by
leveraging diverse methodologies and algorithms.
Additionally, it facilitates scalability and
adaptability to accommodate future enhancements

and advancements in malware detection techniques.

T T
Classification

PERFORMANCE
EVALUATION

Fig 1 Proposed Architecture
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c) Dataset collection:

Data set collection for malware classification
involves acquiring diverse samples representative of
various malware families. The Microsoft Malware
Classification dataset provides a comprehensive
collection of malware samples, categorized into
distinct families, allowing for comprehensive
training and evaluation of classification models.
Additionally, the Mallmg dataset offers a unique
perspective by providing images of malware
executables, facilitating the exploration of image-
based classification techniques. Furthermore, the
BODMAS dataset supplements the collection with a
focus on behavioral-based features, offering insights
into the dynamic aspects of malware behavior. The
combination of these datasets ensures a holistic
approach to data set collection, encompassing static,
image-based, and dynamic features of malware
samples. By incorporating diverse sources, the data
set collection process ensures the robustness and
generalization of classification models, enabling
effective detection and classification of malware

across various attack vectors and evasion

techniques.

Fig 2 data set

d) Image processing:

Image processing plays a crucial role in preparing
malware samples for classification tasks. One
common  approach involves utilizing the
ImageDataGenerator class to apply various
transformations to  the  images.  These

transformations include re-scaling the image to
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ensure consistency in  pixel values, shear

transformation to introduce deformation, zooming to
modify the image scale, and horizontal flipping to
augment the dataset. Additionally, reshaping the
image ensures compatibility with the input

requirements of the classification model.

Feature extraction involves a series of steps to
extract meaningful information from the images.
This process begins with reading the image data,
followed by resizing to achieve uniform dimensions.
Color conversion may be applied to standardize
color representations. The images are then appended
with corresponding labels to facilitate supervised
learning. Subsequently, the image data is converted
into numpy arrays for efficient processing. Finally,
label encoding is performed to transform categorical
labels into numerical values suitable for model

training.

By employing these image processing techniques,
the malware classification system can effectively
preprocess input data, enhancing the robustness and
performance of the classification model.
Additionally, feature extraction ensures that relevant
information is extracted from the images,

contributing to accurate classification outcomes.

e) Algorithms:
XGBoost

XGBoost,[12] short for eXtreme Gradient Boosting,
is a powerful machine learning algorithm known for
its efficiency and accuracy in classification and
regression tasks. It works by building a series of
decision trees sequentially, where each subsequent
tree corrects the errors made by the previous ones.
In the project, XGBoost [12] is utilized as a
classification model to classify malware samples
into distinct families. Its ability to handle large

datasets, deal with missing values, and prevent
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overfitting makes it a valuable tool for achieving
high classification accuracy in the malware

classification task.
Decision Tree

A Decision Tree[13] is a supervised machine
learning algorithm used for both classification and
regression tasks. It works by recursively partitioning
the data into subsets based on the value of features,
aiming to create homogeneous groups. In the
project, Decision Trees are employed as standalone
classifiers for malware family classification. By
analyzing features extracted from malware samples,
Decision Trees[13] construct a tree-like structure to
make decisions about the classification of each
sample. Their simplicity, interpretability, and ability
to handle both categorical and numerical data make
Decision Trees a valuable component of the

malware classification system.
Voting Classifier

A Voting Classifier[14] is an ensemble learning
technique that combines predictions from multiple
individual classifiers to make a final classification
decision. In the project, a Voting Classifier is
utilized by combining the predictions from Decision
Trees and Random Forest classifiers. Each classifier
contributes its prediction, and the final classification
decision is determined by a majority vote. This
approach helps to improve classification accuracy
by leveraging the strengths of different classifiers
and mitigating the weaknesses of individual models.
The Voting Classifier[14] enhances the robustness
and reliability of the malware classification system

by aggregating predictions from diverse classifiers.
VGG16

VGG16[15]is a deep convolutional neural network

architecture consisting of 16 layers, developed by
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the Visual Geometry Group at the University of

Oxford. It is widely used for image classification
tasks due to its simplicity and effectiveness. In the
project, VGG16 is employed as a feature extractor
to extract meaningful features from malware
images. These features are then fed into
classification models to classify malware samples
into families. VGG16's[15] ability to capture
intricate patterns and relationships within images
makes it a valuable component in the malware
classification system, enhancing the accuracy of

classification outcomes.
CNN

CNN, or Convolutional Neural Network, is a deep
learning architecture designed for processing
structured grid-like data, such as images. In the
project, CNN[16] is utilized as a standalone
classifier for malware family classification. It
consists of multiple layers, including convolutional,
pooling, and fully connected layers, which enable it
to automatically learn hierarchical features from
input data. By training on malware images, CNN
learns to extract relevant features and make
predictions about the malware family to which each
sample belongs. Its ability to capture spatial
dependencies within images makes CNNJ[16] a

powerful tool for accurate malware classification.
Xception

Xception[17] is a deep learning model architecture
introduced by Google Research, known for its
efficiency and performance in image classification
tasks. In the project, Xception is employed as a
feature extractor to extract meaningful features from
malware images. These features are then used for
malware  family  classification.  Xception's
[17]architecture enhances feature extraction by
introducing depthwise separable convolutions,

allowing for efficient information flow and reducing
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the number of parameters. Its ability to capture
intricate patterns and relationships within images
makes Xception a valuable component in the
malware classification system, contributing to

improved accuracy in classification outcomes.
Modified Attention CNN

The Modified Attention CNN[18] is a convolutional
neural network architecture enhanced with attention
mechanisms to focus on important regions of input
data. In the project, this model is utilized for
malware  family classification using non-
disassembled binary files. By integrating attention
mechanisms, the model can effectively prioritize
features extracted from malware images and
structural entropies. This allows for improved
feature fusion and enhanced classification accuracy.
The Modified Attention CNN [18]architecture
contributes to the robustness and performance of the
malware classification system by selectively
attending to informative features, thereby improving
the model's ability to distinguish between different

malware families with high accuracy.
4. EXPERIMENTAL RESULTS

Accuracy: The accuracy of a test is its ability to
differentiate the patient and healthy cases correctly.
To estimate the accuracy of a test, we should
calculate the proportion of true positive and true
negative in all evaluated cases. Mathematically, this

can be stated as:

Accuracy = TP+ TN TP + TN + FP + FN.

TP + TN

Accuracy =
TP+ TN + FP + FN
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Precision: Precision evaluates the fraction of

correctly classified instances or samples among the
ones classified as positives. Thus, the formula to

calculate the precision is given by:

Precision = True positives/ (True positives + False
positives) = TP/(TP + FP)

True Positive
True Positive+False Positive

Precision =

Recall: Recall is a metric in machine learning that
measures the ability of a model to identify all
relevant instances of a particular class. It is the ratio
of correctly predicted positive observations to the
total actual positives, providing insights into a
model's completeness in capturing instances of a

given class.

TP
TP+ FN

Recall =

F1-Score: F1 score is a machine learning evaluation
metric that measures a model's accuracy. It
combines the precision and recall scores of a model.
The accuracy metric computes how many times a
model made a correct prediction across the entire

dataset.
2
F1 Score =
1 1
(Precision * Recall)
F1 Score - 2 X Precision x Recall

Precision + Recall
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Fig 15 BODMAS

Uploaded Image:

Result : Malware attack type is Dialplatform.B

Fig 16 predicted results

Malwae lasicn. G Moo ﬂ

Fig 17 MALIMG

Uploaded Image:

Result : Malware attack type is Yuner.A

Fig 18 predicted results

Similarly we can try another inputs data to predict

results for given input data

5. CONCLUSION
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In  conclusion, the CNN-based malware

classification model presented in this project
demonstrates  significant  advancements  in
accurately classifying malware families without the
need for disassembling codes. By integrating two
modalities—malware images and  structural
entropies—the model effectively captures different
granularities of information, enhancing
classification performance. The incorporation of a
cross-modal attention mechanism further aligns and
reinforces representations from both modalities,
ensuring consistent and comprehensive information
representation. Moreover, the extension of the
model with additional classifiers, such as the "voting
classifier” and Decision Tree, achieving 100%
accuracy, underscores its robustness and reliability.
The integration of a user-friendly Flask interface
with secure authentication adds an extra layer of
security and usability to the system, making it
accessible and effective for malware classification
tasks. Overall, the proposed model and its
extensions offer a promising approach to address the
challenges posed by malware variants while
providing a secure and user-friendly environment

for malware analysis and classification.

6. FUTURE SCOPE

The feature scope of the Attention-Based Cross-
Modal CNN Using Non-Disassembled Files for
Malware Classification encompasses several key
aspects. Firstly, the model leverages non-
disassembled binary files as input data, eliminating
the need for the cumbersome process of
disassembling codes. This streamlines the
classification process and enhances efficiency.
Secondly, the inclusion of a cross-modal attention
mechanism allows the model to effectively integrate
information from two modalities: malware images
and structural entropies. This feature facilitates

comprehensive feature fusion, ensuring that both
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modalities  contribute  meaningfully to the
classification task. Additionally, the model aims to
achieve accurate malware family classification by
aligning and reinforcing representations of malware
images and structural entropies. By considering both
modalities simultaneously, the model can capture
diverse characteristics of malware samples, leading
to improved classification accuracy. Overall, the
feature scope emphasizes the model's ability to
leverage non-disassembled files and cross-modal
attention for robust and effective malware

classification.
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